NHOOPMALINUOHHASA TAMATKA
IS OBYYAIOILIINXCA

C KaXXJIbIM TOJOM MOJOACKHN B HHTCPHCTC CTAHOBUTHLCA 6OJ'IBI]_IG, a
MKOJbHUKKY OAHHN K3 CaMBbIX AKTHUBHBIX MOJIb30BaTENICH PYHCTa. MC)K,IIy TEM,
IIOMHUMO OI'POMHOI'0 KOJHNYCCTBA BOSMO)KHOCTCﬁ, HHTCPHET HECCT U HpO6HCMBI.

Drta maMsTKa JOJDKHA [TOMOYb TeOe 0€30ITacHO HaXOIUTHCSA B CETH.

KoMmnbrorepubie BUPYChI

KoMIbroTepHBIli BHPYC - 3TO PAa3sHOBUIHOCTh KOMIIBIOTEPHBIX IIPOIPAMM,
OTIUYUTETHLHOW 0COOEHHOCTHIO KOTOPOI SIBISIETCS] CITOCOOHOCTH K Pa3MHOKEHHUIO.
B nomnosHeHne k 3TOMy, BUPYCHl MOTYT IOBPEINUTH MIIM IIOJHOCTBIO YHUUYTOKUTH
Bce (haiibl ¥ JaHHBIE, TOJIKOHTPOJIbHBIE MTOJIb30BATENI0, OT UMEHU KOTOPOro ObLIa
3alyIIeHa 3apa)XK€HHAas IPOorpaMMa, a TAKXKE MOBPEINUTh WIM JAKE€ YHHUTOXKHUTH
OIEPALlMOHHYIO0 CHUCTEMY CO BceMH (aillamu B 1iesioM. B 00JbIIMHCTBE Cilyyaes
PacCIpOCTPAHAIOTCS BUPYCHI YEPE3 UHTEPHET.

Mertonsl 3a1UTEl OT BPEAOHOCHBIX IIPOrPaMM:

1. Mcrionb3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IPOIPAMM;

2. llocrossHHO ycraHaBnuBa mnauyTd (UUQPOBBIE 3alIaTKH, KOTOpPbIE
ABTOMATUYECKM YCTAHABJIMBAIOTCS C LIENbI0 AOPaOOTKHM MpPOrpaMMbl) U JApYyTUe
OOHOBIIEHUS CBOEHM omepanmroHHOW cucTtembl. CkaymBalli WX TOJBKO C
opunmaneHoro  caira paspadborunka OC. Ecimm  cymectByer  pexuMm
aBTOMATUYECKOTO OOHOBJICHUS, BKIIOUH €T0;

3. Paboraii Ha cBOEM KOMIBIOTEpE IIOJ IpaBaMH IIOJIb30BaTENsl, a HE
aZIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJIBUIMHCTBY BpEAOHOCHBIX IPOrpaMm
WHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonp3yli aHTUBHPYCHBIE IPOTPAMMHBIE IPOLYKTHIl  HM3BECTHBIX

IPOM3BOJUTENEH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;



5. Orpanunub HpU3NUECKHd JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Ucnonp3yit BHenIHHEe HOCUTENW WH(POpPMAlMU, TaKue Kak (uerika, AUCK
WK (aill U3 UTHTEPHETA, TOJIKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIbIOTEpHBIE (hailiibl, IMOJYYEHHbIE W3 HEHAIEXKHBIX
UCTOYHUKOB. Jlaxke Te (ailyibl, KOTOpbIEe MpHCTaT TBOK 3HAKOMBIN. Jlydllle yrouHu

Y HETO, OTIIPABJIAI JIX OH TeOe nx.

Ceru WI-FI

Wi-Fi - 310 He BU Niepeavn JaHHBIX, HE TEXHOJIOTHSI, a BCETO JIMIIb OpeHI,
mapka. Eme B 1991 roay HuaepiaHickass KOMIAHUS 3aperucTpupoBaja OpeH.
"WECA", uto o6o3nayano caoBocouetanue "Wireless Fidelity", koropsrii
NepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Haiero BpeMeHu Jolia apyras a00peBuaTypa, KOTopas SBISIETCS TaKOM
xKe TexHosorue. Jto abbpeBuatypa "Wi-Fi". Takoe Ha3Banue ObUIO JaHO C
HAMEKOM Ha CTaHIapT Bbiclied 3BykoBou TexHuku Hi-Fi, uro B mnepeBoje
03HayaeT "BbICOKAs TOYHOCTH'.

Jla, OecraTHBIM MHTEPHET-AOCTYN B Kade, OTeNsIX U adpornopTax SBISIETCS
OTJINYHOW BO3MOKHOCTBIO BbIXOJIa B MHTEpHET. HO MHOTHE 3KCHepThl CUMTAIOT,
yTo obmenoctymupie Wi-Fi ceTu He sBasitoTCs 6€30MacHBIMHU.

CoBeTbl 110 0€301acHOCTH pabOTHI B 00IIEIOCTYIHBIX ceTsx Wi-fi:

1. He mepenaBaii cBoto juuHy0 HHpOpMAIUIO yepe3 obmienoctymabie Wi-Fi
cetu. PaboTast B HUX, KeNaTeIbHO HE BBOJAUTH MMAPOJIH JOCTYTA, JOTUHBI U KaKHE-
TO HOMEpA;

2. Wcnonp3yil 1 OOHOBIAN aHTUBUPYCHBIE MpOrpamMMbl U Opanamayep. Tem
caMbIM Tbl 00e30macHIllb ce0s OT 3aKaUYKU BUPYCa Ha TBOE YCTPOMCTBRO;

3. Ilpu ucnonws3zoBanuu Wi-Fi otkmroun Gyskiuro "O6mmit qoctyn K (aitinam
u npuntepam". J[anHas QyHKIOHS 3aKphITa MO YMOJTYAHHUIO, OJHAKO HEKOTOPHIC

I10JIB30BAaTCIIUM aKTUBUPYIOT €€ JIA y,Z[06CTBa HCIIOJIB30BaHHA B pa60Te NN yqe6e;



4. He wucnonp3yit nyOnmunasii WI-FI ams mepemaum nWYHBIX TaHHBIX,
HaIrpuMep JJIsl BBIX0J1a B COLIMAIbHBIE CETH WM B DJIEKTPOHHYIO MOYTY;

5. HUcnonp3yit Toapko 3amuuieHHoe coequnenue uepe3 HTTPS, a ne HTTP,
T.€. mpu Habope BeO-aapeca BBoau nMeHHO "https://";

6. B moOuiapHOM Tenedone otTkaroum ¢yHkmuio "Ilogkmodenne kK Wi-Fi
aBromatuuecku". He momyckaili aBTOMaTW4eCKOro IMOJKIIOUEHHUS YCTPOWCTBA K

cetaM Wi-Fi1 6e3 TBoero cornacus.

CouuaJjbHbIe CeTH

CoumasibHbI€ CETH aKTUBHO BXOJISIT B HAIly )KM3Hb, MHOTHE JIFOAU pabOTalOT U
KUBYT TaM TOCTOsIHHO, a B Facebook yke 3apeructpupoBaH MUILIAAP]] YEIIOBEK,
YTO SIBISICTCS OJHOM CeAbMOM BCEX KMTEJICH ILIaHeThl. MHOTHE M0JIb30BaTE/IN HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MellieHHas UMH B COIMAJIBHBIX CETAX, MOXKET
ObITh HalJieHA W WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE HE 0053aTEIbHO C
0JIaruMu HaMEpEHHUSIMHU.

OCHOBHBIE COBETHI 110 O€30IIaCHOCTH B COLMAIbHBIX CETIX:

1. Orpannyb cnucok aApy3eul. Y Te0s B Ipy3bsAX HE JIOJHKHO OBITh CITyYalHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amminai CBO YacTHYIO XKu3Hb. He ykaswiBail maponun, TenedoHbl, aapeca,
JaTy TBOETO POXICHHUS WM JIPYryl0 JUYHYI HHQpOpMaIuioo. 3JI0yMBIITUICHHUKH
MOTYT HCITOJIB30BaTh Jaxe HWHOOPMAIMI0O O TOM, KaK Thl WU TBOHM POAUTEIN
IJIAHUPYETE MPOBECTU KAHUKYJIbI,

3. 3amuinai cBow penyTaluio - AEPKHU €€ B YUCTOTE U 3aj]aBaii cede BOIMpocC:
xoTen Obl ThI, YTOOBI JPYrue€ TMOJH30BATEIW BUACIH, YTO ThI 3arpykaeiib?
[Toxymaii, mpesxk e 4eM 4TO-TO OMyOJIMKOBaTh, HAIIMCATh U 3arPY3UTh;

4. Eciiv Thl TOBOpHILIL C JIOJIbMHU, KOTOPBIX HE 3HaCIllb, HE MCIMOJIb3YH CBOE
peaNbHOE WMS U JIPYTYIO JTUYHYIO WH(OpPMAIUU: UM, MECTO JKHTEIIbCTBA, MECTO

y4eObl U MpoYeE;



5. U3berait pasmemnienns ¢ororpaduii B MIHTEpHETE, TNIe THI M300pakeH Ha
MECTHOCTH, [0 KOTOPO MOKHO OMPEAEIUTH TBOE MECTOIOIO0KEHUE;

6. Ilpu perucrpanu B COIUAIBHOW CETH HEOOXOAUMO HCIIOJIb30BaTh
CJIOKHBIE TIAPOJIH, COCTOSIINE 13 OyKB U ITU(P U ¢ KOJTMYECTBOM 3HAKOB HE MEHEE
8,

7. Jlns  coluadbHOW CEeTH, TOYThl M JAPYTHX CaWTOB HEO0OXOIUMO
WCITOJIB30BATh Pa3HbIe Mapoin. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIITUICHHUKA

oJy4dar JOCTYII TOJbKO K OJHOMY MECTY, @ HC BO BCC Cpasy.

DJIEKTPOHHBbIE JeHbIH

DJEeKTpPOHHBIE ACHBIM - 3TO OUYEHb YAOOHBIM CIOCOO MaTeXel, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOJIYUYUTh ITU JCHBIH.

DJIEKTPOHHBIE JIEHBI'U MOABUIINCH COBCEM HEJIABHO M MMEHHO H3-3a 3TOTO BO
MHOTHX FOCyAapCTBax J0 CUX MOP HE NPOMKUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHM QyHKIIMOHUPYIOT M O HUX YK€ MPOIHUCAHO B 3aKOHE, /1€ UX
pa3ienaioT HA HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3Huiia B TOM,
YTO AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3zpelraeTcss MPOBOAWThL omeparuu 0e3
UJEHTU(PUKAIIMY TT0JL30BaTENs, a B HCAHOHUMHBIX HWJICHTU(UKAIUS T0JIb30BaTEIs
SIBJISIETCSI 0053aTELHOM.

Taxke ciemyeT pasniduarh dJCKTPOHHbIC (uaTHbIE JEHBIU (paBHBI
TOCYJapCTBEHHBIM BAJIOTaM) W JJICKTPOHHbIE He(HuaTHBIC IEHBIM (HE pPaBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 0€30MacHOM padOTe C ANEKTPOHHBIMHU JICHbIAMH:

1. IlpuBsxu K cyeTy MOOMIIBHBIN TenedoH. ITo caMblii YAOOHBIA U OBICTPHIit
CIoco0 BOCCTAHOBHUTH AOCTYN K cuery. IIpuBsizaHHBIN TenedOoH MOMOXKET, eClu
3a0yqenib CBOM IUIATEKHBIM Mapojb WIM 3aijellb Ha CalT ¢ HE3HAKOMOIO

YCTPOWCTBA;



2. HUcnonb3yil omgHopa3oBbie mnaposu. llocne mnepexoma Ha yCUJIEHHYIO
aBTOpHU3allMi0 TeOe yke He OyIeT yrpokaTh ONMacHOCTh KPaXu WJIM TepexBara
IIJIATEAKHOTO MapOJIs;

3. BeiOepu cnoxubiii mapoinb. [IpecTymHukam OyAeT HE MPOCTO yrajaaTh
CJI0KHBIA napoJib. HanexHple maponu - 3T0 mapoiau, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB W BKJIOYAIOT B CE€OS CTPOYHBIE U NPOIMHUCHBIE OYKBBI, LHUPPHI H
HECKOJIbKO CUMBOJIOB, TaKH€ KakK 3HAaK Jojuiapa, (yHTa, BOCKJIMLIATEIbHBIN 3HAK U
T.11. Hapumep, $tROng!;;

4. He BBO/IM CBOU JIMYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIEIIb.

JJIeKTPOHHAA MOYTA

DJIEKTPOHHAs IMOYTa - 3TO TEXHOJOTHUS U MPENOCTABISEMbIE €0 YCIYTH IO
NEPECHUIKE U MOJYUYEHHUIO 3JIEKTPOHHBIX COOOIIEHUHN, KOTOPBIE pacpeIesSIOTCs B
KOMITBIOTEpHOU ceTH. OOBIYHO SJIEKTPOHHBIA TIOYTOBBIM SIMIUK  BBITJISIAT
CJIeIYIOIMM 00pa3oM: UMs_TIOJIb30BaTeNsI(@uMs_oMeHa. Takke KpoMe repeaadu
IPOCTOTO TEKCTa, UMEETCS BO3MOKHOCTh TepeaBaTh (ailsibl.

OcHoOBHBIE COBETHI IO 0€30MacCHON paboTe C NEKTPOHHOU MOYTOM:

1. Hamo BwIOpaTh mpaBWJIbHBIA TOYTOBBIM cepBUC. B uHTEepHETEe ecTh
OTPOMHBIH BBIOOP OECIIIIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIE TOBEPSAThH TEM,
KOTO 3HAElIb U KTO NEPBbIA B PEUTUHIE;

2. He yxa3pIBail B IMUHOM moyTe JUUHYI0 MH(popManuto. Hanmpumep, myurie
BbIOpaTh "My3bIKanbHbIN  panat@" win "pok2013" BmecTo "Temal3";

3. Hcnonp3yid ABYXATAalHYKO aBTOPU3ALMIO. OJTO KOTJa HNOMHUMO IapoJs
HY’KHO BBOJUTH KOJ, pUChUIaeMblii 1o SMS;

4. BoiOepu cnoxxHbli mapoib. s KaXa0ro NouyToBOTO SIIUKA JT0HKEH OBbITH
CBOM HAJEXKHbIN, yCTOWYUBBIN K B3JIOMY I1apOJib;

5. Ecmu ectb BO3MOXKHOCTH HaIlKMCaThb CaMOMYy CBOM JIMYHBIA BOIIPOC,

HCHOHLSYﬁ 9TY BO3MOKHOCTD,



6. Hcnonb3yil HECKOJbKO TMOYTOBBIX SIIIMKOB. IlepBbiii 111 yacTHOM
MEPEINUCKU C aJpecaramMu, KOTOPhIM Thl JOBEpSCIb. JTO AJIEKTPOHHBIN ajgpec He
HAJI0 UCTIOIB30BATh MPU PETUCTPAIIMHU Ha OopyMax U CalTax;

7. He otkpbiBail (aiimpl ¥ Apyrue BIOXKEHHS B MHUCHbMax, JaKe€ €CIU OHH
OPUILUIA OT TBOUX Apy3el. Jlydie yTo4HM y HUX, OTHPABISUIMA JIM OHU TeOe 3TU
Gbaiisr;

8. Ilocne oxoH4yaHWs pPabOTHI HAa TIOYTOBOM CEPBUCE TEPEN 3aKPHITHEM

BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeiATH".

Ku0epOy/lsinHI WM BUPTyaJIbHOE U3/1eBATEeIbCTBO

KubepOynmnuar -  mpeciegoBaHWe  COOOIIEHUSMH,  COJCPKAIIAMHU
OcKopOJIeHus, arpeccuio, 3aIyrMBaHMUE; XYJIUTaHCTBO; coLMaIbHOE
OOMKOTHUPOBAHUE C TOMOLIBIO PA3IUYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 O0pbOE ¢ KHOEPOYIITMHTOM:

1. He 6pocaiics B 60ii. JIyummuii crioco6: mocoBEeTOBAaThCS Kak ceOsi BECTH U,
€clii HeT TOro, K KOMy MOKHO OOpaTHUThCs, TO BHayayie yCIOKOUTbCs. Eciu Tbl
HayHEIIb OTBEYaThb OCKOPOJEHUSIMH Ha OCKOpOJIEHUS, TO TOJBKO €Ile OOoJblle
pasoxoKelb KOH(IUKT;

2. Ynpagisi cBoell kubeppenmyTauuei;

3. AHOHMMHOCTb B ceTd MHUMAas. CyIIeCTBYIOT CIOCOOBI BBIICHUTB, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTaHCKUN 00pa3 BUPTyalbHOW >ku3HH. MHTEepHeT
(¢ukcupyeT Bce TBOM JAEWUCTBHUA M COXpaHsSET MX. YJAIUTh UX OyleT KpaiiHe
3aTPYJHUTENBHO;

5. Cobmroail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. WrHopupyit eauHuuHbli HeraTtuB. OAHOpa3oBble OCKOPOUTENIBHBIE
coolImeHusi Jydiie urHopupoBaTh. OOBIYHO arpeccusi MpeKpamiaercs Ha

HavyaJbHOU CTaauu,



7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIECHUSMHU, B
COITMABHBIX CETAX €CTh BO3MOXXHOCTH OJIOKMPOBKM OTIIPABKH COOOIICHUI C
OTpe/IeJICHHBIX aPECOB;

8. Ecnu ThI cBuAeTens kubepOyuHra. TBOM ACHCTBUS: BBICTYIUTH MPOTHB
npecienoBaTens, Moka3arb €My, UYTO €ro JACHCTBUS OIEHUBAIOTCS HETraTUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HYKHA IICUXOJOTHYECKAs] MOMOIb, COOOIIUTH

B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOuabHbIi TesieoH

CoBpeMeHHbIe cMapTQOHbI U TUIAHILIETHI COAEpPKaT B ce0e BIOJIHE B3POCIBIN
GyHKIIMOHAT, W TEMepb OHM MOTYT KOHKYPHPOBaTh CO CTAaI[MOHAPHBIMU
KoMIlboTepamMu. OJHAKO, CPEACTB 3aUIUTHI JJI1 MOJ0OHBIX YCTPOUCTB MOKAa OYEHb
Mano. TecTMpoBaHME M TIOMCK YSA3BUMOCTEM B HHUX IPOUCXOJMT HE Tak
uHTEeHCUBHO, Kak miis [1K, To ske camoe kacaeTcst 1 MOOMITBHBIX TTPHIIOKEHUH.

CoBpeMeHHbIe MOOUIIbHBIE Opay3ephl yKe MPAKTUUECKH JI0THAIN HACTOIbHbIE
aHAJIOTH, OJHAKO pacHmpeHne (yHKIMOHAIa BJIEUYET 3a CO0O0M OOJBITYIO
CJI0’KHOCTbh M MEHBIIYIO 3alIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJIUTEIM BBINYCKAIOT OOHOBJIEHHS, 3aKPbIBAIOIIUE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI AJ11 0€30M1aCHOCTH MOOUIILHOTO TeseoHa:

Huuero He sBisieTcst mo-HacrTosimemMy OecriiaTHbIM. byanb OCTOpOXKeH, BeIb
Korja Tebe mpeaiaratoT 0eCIUIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO TUJIATHBIE YCITYTH;

Hymaii, mpexae yem otnpaButb SMS, ¢hoTo nnm Bugeo. Thl TOYHO 3HACIID,
r7ie OHU OyJyT B KOHEUHOM UTOre?

Heo6xoaumo 0OHOBIIATH ONEPaIMOHHYIO CUCTEMY TBOEro cMapThoHa;

Hcnionp3yit aHTUBUPYCHBIE TPOTPAMMBI JIsl MOOUJILHBIX TEIE(OHOB;

He 3arpyxaii mpuioXeHHs OT HEU3BECTHOTO MCTOYHHUKA, BEIb OHU MOTYT

COJIepXKaTh BPEIOHOCHOE MPOTrPAaMMHOE 00ECTICUEHHE;



[Tocre Toro xak Thl BBIMIEHIL C cCaiiTa, T€ BBOAWI JUYHYIO HH(POPMAIHIO,
3aiiIi B HACTPOUWKHU Opay3epa u yaaiau cookies;

[lepuonnuecku MpoBepsiii, KaKue MIIATHBIE YCIYTM aKTUBUPOBAHbBI HA TBOEM
HOMeEpE;

JlaBaii cBOil HOMep MOOWJIBHOTO TejedoHa TONBKO JIIOJSIM, KOTOPBIX ThI
3Haelllb U KOMY JIOBEpSEIlIb;

Bluetooth momxeH OBITH BBIKITIOYEH, KOTJa Thl UM HE MOJb3yemibcs. He

3a0bIBail MHOTIa TPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbIE  OHJANMH-UTPBl - 3TO  KPACOYHbIE, 3aXBaThIBAIOILIHE
pa3BiieueHus, OObEIUHSIONINE COTHH THICSY YEJIOBEK MO Bcemy Mupy. Urpoku
UCCJENYIOT JaHHBIA UM MHUp, OOHIAIOTCSA JPYr C JIPYroM, BBIMOJHSAIOT 3aJlaHus,
CpPaXXarOTC C MOHCTpaMH M IOJIyHYAarOT OMNBIT. 3a YAOBOJIbCTBHE OHM IUIATHAT:
MOKYMNAaloT AUCK, OTNIAYUBAIOT A0OHEMEHT WM MPUOOPETAIOT KAKUE-TO OIIIUU.

Bce atn cpeacTBa uayT Ha NOAAEPKAHNUE U PA3BUTHE UIPBI, @ TAKXKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBIITYCKAIOTCS HOBbBIE
naTyu (LU@poBbIE 3aMIaTKU JUIsl IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomo6HBIX Urpax CTOUT OMAcaThCs HE CTOIBKO CBOMX COTEPHUKOB, CKOJIBKO
KpaxXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALMU OOJIITNHCTBA
Urp.

OCHOBHBIE COBETHI 110 OE€30MAaCHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecnu npyroif urpok BeAeT ceOs MI0X0 UM CO3/1aeT Te0e HeNPUATHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. Iloxamyiics aAMUHHUCTPATOPAM UIPbI HA TUIOXOE MOBEACHUE 3TOTO UTPOKA,
YKEJATEJIbHO MPUIIOKUTh KAKHE-TO JI0KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He ykasbiBaii muunyto nHGOpMaIuio B mpodaiise urpol;

4. YBaxkall IpyruxX y4aCTHUKOB I10 UTPE;

5. He ycranaBnmBait HeopuITManbHbIC TATIYN U MOJIHI;



6. Mcrionb3yil CII0XKHBIE U Pa3HbIE IAPOJIH;
7. Jaxe BO BpeMsl UTPBI HE CTOUT OTKJIIOYATh aHTUBUpYC. [IoKa ThI urpaems,

TBOW KOMITBIOTEP MOTYT 3apa3uTh.

OUIIHHT WIH Kpaika JINYHBIX JaHHBIX

OOBIYHOM KpaXkell IeHeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE yAUBUIIb, HO
C pa3BUTUEM MHTEPHET-TEXHOJOTUIA 3JIOYMBIIUICHHUKA TMEPEMECTHIIUCh B
UHTEPHET, U MPOJOJIKAIOT 3aHUMATHCS "TI0OMMBIM" 1E€I0M.

Tax mosiBUIach HOBasl yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIITUHT,
rJIaBHas 1€Jdb KOTOPOrO0 COCTOMT B MOJYYEHUHM KOH(PUACHIMATbHBIX JaHHBIX
MOJIb30BaTENeH - IOTUHOB U mapoiieil. Ha anrnuiickom si3bike phishing untaercs
kak ummHr (0T fishing - peiOHas jg0Bs, password - mapoJs).

OCHOBHBIE COBETHI 110 00PHOE C PUIITUHTOM:

1. Crnean 3a cBOMM akKayHTOM. Eciu Tbl momo3peBaceillb, YTO TBOSI aHKETa
Oblla  B3JIOMaHa, TO HEOOXOAUMO  3a0JIOKHMpOBaTh €€ U COOOLIUTh
aJIMUHHCTpATOpaM pecypca 00 3TOM KaKk MOKHO CKOpee;

2. Wcnonb3yii Oe3omnacHbie BeO-CalThl, B TOM YHMCJIE, MHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Hcnonp3yil cnoxkHble W pa3Hble maponu. Takum o0Opazom, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA MOJy4aT JOCTYI TOJbKO K OJHOMY TBOEMY
porITro B CETH, a HE KO BCEM;

4. Eciu Tebs B3nmomMand, TO HEOOXOAMMO MPEIyNpPEeAuTh BCEX CBOUX
3HAaKOMBIX, KOTOpbIE J100aBIEHBI Y TEOSI B APY3bsiX, O TOM, YTO T€Os B3JIOMAJH H,
BO3MO>KHO, OT TBOETO UMEHH OYAET pacChlIaThCs CIIaM M CChUIKM Ha (DUIITMHTOBBIC
CaWTHhI;

5. YcranoBu HagexHbIi naposib (PIN) Ha MoOUIIbHBIN TenedoH;

6. OTKIIIOYH COXPAaHEHHE MapoJIs B Opay3epe;



7. He otkpeiBail ¢aiiibl U Apyrue BIOKEHUS B MUChMax, JaXXe €CIH OHU
NPUIUTA OT TBOUX JApy3eil. Jlydile yTo4HM y HHUX, OTHPABISIIM JIM OHU TeOe 3TU

(aitibl.

udposas penyranus

[udposas penyTanus - 3T0 HeraTUBHAs WM MMO3UTUBHAS HH(OPMALIKS B CETU
o tebe. Komnpomerupyromas nHpopmanus, pazMelieHHass B UHTEPHETE, MOXKET
CEpbEe3HBIM O00pa30M OTpa3sUThCS Ha TBOEH peanbHOM xu3Hu. "Lludposas
pemyTaus" - 3TO TBOM UMUK, KOTOPbI hopmupyeTcs u3 uHpopMmauu o Tede B
UHTEPHETE.

TBOE MeCTO KUTEITBCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapakTepa U paccKasbl O OJM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noApOCTKU JIETKOMBICIEHHO OTHOCATCS K MyONMKanuu JUYHON
uHpopMaiuu B MHTEepHETE, HE MOHMMAas BO3MOXKHBIX MOCieacTBUi. Thl qaxke He
CMOJKElIb J10TaJaThCsl O TOM, 4TO (oTorpadus, pasMelleHHas 5 JeT Ha3ajl, cTana
IPUYUHON 0TKAa3a MPUHATH Te€Os Ha paboTy.

KomMmenTapuu, pasmenienue tBoux (otorpaduii u apyrue NeiMCTBUS MOTYT
HE MCYE3HYTh Ja)Xe I0CIe TOro, Kak Thl MX yAauumb. Tel HE 3Haewb, KTO
COXpaHMN 3Ty HH(POpPMAIMIO, IMOMajla JU OHAa B TIOUCKOBbIE CHCTEMBI U
COXpaHMJIACh JIM OHA, a TJIABHOE: YTO IMOAYMAIOT O TeOE OKpY)KAIOIIHUE JIIO/H,
KOTOpbIE HaWAYT W yBUAAT 3T0. Haiitu nHdopmammio MHOTO JIET CIYCTS CMOKET
JTr000H - Kak U3 10OpBIX MOOYXKIEHUH, TaK U C HAMEPEHUEM MPUIUHUTD BPe. ITO
MOJKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON PEIyTaLIH:

1. ITogymaii, mpexae 4eMm 4To-TO IMyOJMKOBATh U NepeaBath y ce0s B Ojore
WIM B COLMAIIHOM CETH;

2. B Hactpoiikax mpoduiisi yCTaHOBH OTpaHUYEHHS HA MPOCMOTP TBOETO

npoduIs ¥ ero COASPKUMOTro, cliesiaid ero ToJabKo "1 apy3eit”;



3. He pa3memaili u He yka3biBail MH(pOpMaIKIO, KOTOpask MOXET KOro-iau0o

OCKOPOJISITH WA OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE  IIKOJIBHUKM - AKTUBHBIE IIOJIb30BATENd  LHU(PPOBOro
npoctpaHcTBa. OJHAaKO [ajl€Ko HE BCE 3HAKOT, YTO MOJb30BAHME MHOTMMHU
BO3MOXKHOCTSIMU ~ LIM(PpoBOro  mupa TpeOyer  CcOOMIOJeHUs  IpaB  Ha
UHTEIJIEKTYyalbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEINEKTyanbHasi COOCTBEHHOCTh' OTHOCUTCS K Pa3IUYHBIM
TBOPEHUSAM YEJOBEUYECKOIO0 YMa, HauMHasi C HOBBIX H300pETEHHIl U 3HAKOB,
0003HaYarOMMUX COOCTBEHHOCTh HAa MPOAYKTHI M yCIYTH, U 3aKaH4YMUBasi KHUTAMH,
¢dotorpadusiMu, KHHOPHUIBMAMU U MY3bIKAJIbHBIMU ITPOU3BEACHUSIMH.

ABTOpCKHME MpaBa - 3TO IIpaBa Ha HMHTEJUIEKTYaJlbHYIO COOCTBEHHOCTh Ha
IIPOU3BEIECHUS HAYKH, JUTEPATYPbl U UCKYCCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B
KayecTBE TapaHTUU TOIO, YTO HMHTEUIEKTYyaJIbHBII/TBOPUYECKUI TpYyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeMJIMBBIE BO3MOXHOCTH 3apaboTarh Ha
pe3ysibTaTax CBOEro TpyZAd, IMOJYyYUTh W3BECTHOCTh M Hpu3HaHue. Huxrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIPOHU3BOAMTH €ro0  IPOU3BEACHUE,
pacmpocTpaHsiTh, IMyOJUYHO JIEMOHCTPUPOBATh, MPOJABaTh, HMIIOPTHPOBATH,
IycKaTb B IPOKAaT, MyOJIMYHO HMCHIOJHSATH, [MOKa3bIBATH/UCIIONHATE B ddUpe uiu
pasmemats B MHTEpHETE.

Hcnonp3oBanue "mupaTcKOro" mporpaMMHOTO 00€CIIeYeHHs] MOXKET MPUBECTH
K MHOTMM pUCKaM: OT OTE€PH JAHHBIX K TBOMM aKKayHTaM J10 OJIOKUPOBKH TBOETO
YCTPOMCTBA, T[J€ YCTAaHOBJIIEHA HelerajabHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYLIECTBYIOT JIETalbHbIE M OECIUIaTHBIE IPOrPaMMbl, KOTOpBIE

MO>KHO HalTH B CETH.

O nopraJe



CeteBU4OK.p( - TBOI TTIaBHBIN COBETYUK B CETU. 3/1€Ch ThI MOXKEIITb Y3HATH O
0€30MacCHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM $I3IKOM, @ MPU BO3HUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe MPUHSITH ydacTHe B

KOHKYpCax M CTaTh CAMbIM ITU(PPOBBIM IpaskJaHUHOM !



